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Abstract
Situation assessment (SA) is a significant process for the acquisition, maintenance and recovery of Situation Awareness (SAW). 
This process can be degraded if fed with low quality information, undermining the understanding of situations and consequently
the decision-making process. Also, the major incidents related to emergency management happened due to a bad SAW, 
endangering people and properties. In order to assist the acquisition of the first level of SAW in the context of the assessment of 
robbery situations, this work aims to present a methodology to provide support to the development of emergency management 
systems that must be enriched by cues about information quality. Such methodology is composed by the gathering of 
requirements for the robbery domain, the establishment of quantitative metrics for information quality assessment, such as 
completeness and timeliness, the development of an ontology to capture and represent the semantic knowledge and the 
enforcement of the assessment functions according to score sets and the quality metrics. Finally, it is addressed a case study in 
the analysis of robbery reports to illustrate the applicability of the methodology. Results indicate that the proposed procedures 
were able to assess and semantically represent the quality of entities and attributes such as victims and criminals, that shall 
contribute to crucial moments in the situation assessment process.
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1. Introduction
Situation awareness (SAW) is about to be aware of events that occur in an environment and understand how this 
information affects the situation in the present and in the near future.
According to Endsley [1], to achieve SAW is a process performed by the user, and consists of three sequential 
levels: the perception of the elements in the environment, the understanding of the current situation and its projection 
in a future state.
The literature describes eight major factors that can harm SAW process, such as attentional tunnelling, memory 
limitation, human stress, data overload, incorrect projections inserted, system complexity, incorrect mental models 
and automation. These influence factors can affect situations in many negative ways. Cummings and Ryan [2] stated 
that one among the major causes that crashed the Eastern Air Lines Flight 401 was related to SAW problems.
Endsley [3, 4] also presented a SAW error taxonomy applied to an aircraft investigation involving major air 
carriers in the United States. According to the results, 88% of the errors involved SAW were divided among the 
three SAW levels having several causes, among them: difficulty in detecting information, failure to monitor, creating 
a poor mental model and exaggeration when designing possible situations.
Understanding situations and how their components affect the environment is a crucial factor in the decision-
making process and influence the user behavior and systems that support this process, where unsuccessful cases, 
depending on the application domain, can lead to irreversible errors.
Mental model and SAW are highly related, since a mental model is formed by the user's understanding of 
situations. Hence, a poor understanding of situations affects the user's mental model, which leads to poor 
comprehension and jeopardizes decision-making.
Another important factor that can harm a user's mental model is the quality in which information is provided by
SAW-oriented systems in describing the scenario reality. Since the information quality acquired in this process can 
lead to uncertainty to the operator when attempting to interpret the data.
Data and Information quality can be defined as one crucial factor in decision-making systems. Imperfect 
information, which do not truly describe real world situations, reduce the system effectiveness, contribute negatively 
to the mental model formation and consequently undermine SAW process.
This paper introduces a new methodology to support the human’s first level of SAW. For such, emergency 
reports were used as input and had their information quality assessed to contribute with the comprehension and 
confirmation of robbery events. The four steps of such methodology are depicted and applied to this real world 
scenario. Beyond the case study, it is also discussed the applicability of such methodology in the context of situation 
assessment processes.
The paper is organized as follows: Section 2 discusses data quality assessment and the approaches to enhance it in 
the emergency management. Section 3 presents our methodology for the assessment of information quality from 
robbery reports followed by the results of a case study in Section 4 and the Conclusions.
2. Data quality for the assessment of emergency management situations
According to the literature, there is no common ground regarding information quality in decision-making 
systems, the requirements are divided into dimensions or metrics and their application are highly domain dependent, 
whereas the application defines their meanings according to objectives, tasks and associated decisions. Our 
methodology addresses quality assessments for completeness and timeliness.
Wang and Strong [5] classified quality dimension and its several attributes in four classes: quality of 
representation, the attributes are defined according to the given format-related aspects (such as conciseness and 
representation), and the meaning in the understanding and interpretation of such data. Another class is contextual 
data quality, comprised by attributes that should be considered and evaluated according to the context of the task to 
be performed, having as attributes: relevance, timing, completeness; intrinsic data quality which guarantee 
credibility and reputation to data, among the attributes are credibility, reputation, accuracy, objectivity and for last 
individual accessibility-related attributes.
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O'Brien [6] defines data quality dimensions required for information systems in three main dimensions: content, 
time, and shape. Among the quality attributes are media, acceptance, presentation, period, accuracy, performance, 
completeness, conciseness, breadth, relevance, clarity, detail, order, frequency, and readiness.
Data quality in emergency response control systems can be extremely important, since the operator’s SAW 
process to perform decision-making takes place based upon information provided by such systems. When the system 
provides depreciated information, its quality affects the operator's mental model to attend emergency calls.
Laudon [7] addresses quality of information on criminal records from the United States systems. The authors 
state that methodologies were developed to quality assessment but minor efforts was dedicated to apply quality 
levels for that. Two types of criminal records were analyzed: digital records of criminal histories, being arrest 
records and digital records of arrest warrants. The quality dimensions were defined based on research and interviews 
conducted by the author with more than 100 teams of criminal justice from municipal, state and federal sectors.  
Completeness, Uncertainty and Ambiguity Registration were the quality dimensions applied.
The audit guide to assess completeness and accuracy of criminal background data in the Federal Bureau of 
Investigation's recording system [8] discusses evaluation methods and audit methodologies for state and local 
agencies that produce information for such repositories. The quality requirements elicitation was conducted based 
on standards and procedures already set in five application scenarios. Based on these scenarios, the auditor should 
perform a thorough review of laws and regulations of the State, report forms, instruction manuals and output formats 
of criminal background records to define a requirements list for completeness and accuracy.
Among the techniques are the comparison of digital records with original records. The guide also describes 
requirements for completeness and accuracy quality dimensions, methods to perform data quality audit according to 
the following methods: (1) manual or computational analysis of data repository, (2) comparing inputs with the 
document's source stored in the repository. (3) Compare entries with cases obtained externally, list or statistical data 
processing, (4) conducting the audit process by email, which processes for the selection of agencies to conduct 
auditions are defined, valid records sample from original sources of reference, design the audit methodology and 
pre-audit tasks and then (5) performing the audit on the place.
It is evident that there are several applications of quality dimensions in both emergency management and other 
application areas, also a lack of a common ground regarding data quality dimensions and assessment methods.
3. A methodology for the assessment of the quality of information from robbery events to enrich situational 
awareness in emergency management systems
To enhance SAW of operators of emergency management systems (in this case the management system of São 
Paulo State Police from Brazil - PMESP), this work provides a quality assessment methodology to improve the 
value and representativeness of information being evaluated. Such information quality assessment is performed as 
soon as a new report of a robbery event is received by the system of PMESP. The methodology, as part of a much 
wider situation assessment resource, was defined considering PMESP decision-making requirements. In the context 
of a complete situation assessment systems, assessing the information quality helps the specialists to determine if 
new information must be requested, to process available data and reason over information of different levels of 
abstraction by using a heterogeneous data and information fusion approach [10].
To fulfil this objective, two assessment approaches were employed: subjective assessment, to be carried out by 
police specialists, and objective assessment, upon the quality dimensions set to the methodology; i.e., completeness 
and timeliness.  Figure 1 presents an overview of the methodology which is performed in the following order: the 
emergency management system access the information quality assessment module that keeps a communication line 
with the requirements gathered via subjective assessment (e.g., questionnaire, interviews). Then, the completeness 
and timeliness assessment are performed based upon such subjective requirements and the resulted information is 
represented by a domain ontology (the dashed arrows presents a request and the straight arrows is the response).
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Fig. 1. Overview chart of the methodology for information quality assessment.
In brief, when the system receives a new emergency report, the real-time assessment begins. Based on the 
requirement set of information priorities, it is carried out the completeness comparison where each entity in the 
report receives the quality score. For instance, when a person or vehicle is identified as part of the police report 
(from a 911 call), the information quality assessment scores the presence or absence of attributes that describes such 
entities.
As result, it is obtained a meta-information about how the report is completed. Such meta-information is then 
represented to the specialist by informing him about missing items. Every time the specialist deems necessary 
request or process more information, the process is repeated and the information is submitted again through the 
process of comparison and assignment of scores. Such assessment process occurs upon a JavaScript Object Notation 
(JSON) as shown in Figure 2.
Fig. 2. JSON object to perform quality assessment.
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Therefore, the proposed methodology is divided into three steps, which follows: (1) The elicitation of information 
quality requirements for the emergency management domain, (2) The determination of quantitative metrics and 
functions for information classification, and (3) Knowledge representation of the assessed information using an 
ontology.
3.1. Requirements elicitation for the emergency management domain
The requirements needed for the understanding of emergency events were defined with the help of the specialists 
from PMESP.
To define how a robbery report is complete, at first it is needed to reveal the information about entities that 
should be present in a robbery event analysis. For such, a Goal Driven Task Analysis (GDTA) was performed, 
producing a set of information required to acquired, maintain and recover SAW. Such set of information provided 
by GDTA is organized into a hierarchical structure that we call “Attributes Tree”, establishing a dependence relation
among entities and the attributes that describe them. The next steps relies on how such information is organized into 
such structure.
Possible outcomes from the GDTA analysis are criminal physical attributes, event spot or surroundings, victim 
condition, object in the possession of the suspect, stolen object and its characteristics, number of suspects and 
possible time of event. All of them are elements of SAW’s first level.
From such requirements, the required components are the victim, the criminal, the stolen object, the event spot 
and the time of the event. The following is a description of each entity and its attributes:
x •Criminal and Victim, who have similar attributes as individuals; e.g., clothing, characteristics, ornaments and 
respective descriptions;
x • StolenObject, that defines characteristics of the stolen object, such as color, brand, size, and model;
x • EventSpot, information related to the address such as street, number and neighbourhood. May have components 
provided with some type-specification (e.g., apartment, house).
3.2. Determination of quantitative metrics and functions for information classification
Scores, or qualitative meta-information about quality, are applied according to timeliness and completeness 
dimensions. Temporal data identification is utterly important, since in certain cases the report of robbery can be 
notified in real time during the event or seconds/minutes/ hours later. The identification of these temporal aspects 
assists in the definition of the plan of action to be followed, as well as which category of public safety service will 
be responsible to meet the emergency (civil police, military, firefighters, civil guard.). As the information gets older, 
the quality index is decremented.
Temporal assessment is carried out taking into account three factors: the time in which the event takes place, the 
time in which the report is made (elapsed time), and the time the report is recorded in the system.
Since a complete perception of the situation elements helps the specialists understand the elements, the 
assessment of the variation of these three factors can contribute to the decision-making positively if based on actual 
information; or negatively if temporal data is incomplete or misinterpreted.
In order to capture knowledge from police specialists a questionnaire was applied to identify the most important 
objects and attributes from their perspective. Hence, it was assigned percentage values of how important they 
designate each attribute. Also,  they answered some essay questions, like “what’s the time frame needed to answer a 
robbery report”, “which information they judge prior to attend such reports” or “how long they are in the field” .
The answers helped to perform the completeness assessment since a set of prior attributes added weight to its 
presence in the robbery report. As the information gets incomplete, the quality index is decremented. Therefore, if 
an object is present in the report it will get a ten percent of completeness score or zero if not. Hence, if an object is 
detected, the completeness score has at least 10%. To reach the another 90% amount, other attributes must be 
present. A variable x represents the presence of an attribute associated with the object and has a range from 1 if the 
attribute is present and 0 if absent. Then, this value is multiplied by y, which represents the weight of such attribute. 
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The value of y has a range from 1 if the present attribute is a non-prior attribute and 2 if it is a prior attribute. The 
result is divided by the sum of y’s multiplied by 100 to get the overall completeness percentage.
The timeliness assessment occurs by monitoring temporal information and scoring the average time according to 
the four attributes required: the time of the robbery event, the time it was reported, the elapsed time from the report 
and the current system time.
3.3. Knowledge representation of the assessed information
Matheus et al. [9] discussed the development of an ontology to improve SAW, which is the basis of our ontology, 
which describes the objects and the relationships (called Situations) among them, besides their respective evolutions 
over time.
SAW's core ontology defines attributes and relationships where SituationObject are entities in a situation that 
may have characteristics (attributes) and can participate in relationships. The Attributes set values of specific 
features of objects such as weight or color. PhysicalObject is a special type of SituationObject, which has specific 
values such as volume, position and speed. Relationships define the values of relationships (only true values were 
considered) between defined sets of SituationObject. They are usually derived from the system, but also from the 
possibility of being reported by external observations.
Attributes values and relationships are defined by a common class called Propertyvalue. This class provides a 
function of time-dependent value over a specific range. The time interval is set in relation to a StartEvent and 
possibly an EndEvents associated with specific NotifyEvent.
Since ontologies for specific domains start from top ontologies in order to contribute to the improvement of 
SAW, the ontology of this work was developed based on the ontology for SAW, using the requirements defined by 
the “Attributes Tree”. The ontology was developed starting from the premise that the emergency management 
system processes data from heterogeneous sources and a data fusion service to infer new information and enhance 
the completeness of a notified report, integrating data from social networks, cameras, videos and other HUMINT 
data.
4. Case study: Assessing information quality from a robbery report
This case study presents a situation in which SAW is a paramount factor for decision-making about resources 
allocation from PMESP. Given the large amount of reports of criminal activities aimed at PMESP, the main 
objective of this study is the identification, confirmation and understanding of occurrences, aiming at the reduction 
of time delay in the attendance of emergency situations. Additionally, we seek to identify and understand contexts 
associated with the situation, such as location, criminal, stolen object, presence of weapons and victims. This case 
study discusses specifically the situation of robbery. The occurrence is initially reported via phone call (911) and 
then the situation assessment routines takes place. Here it is argued only the ones referring to information quality. 
The 911 report is: 
“Good evening! A carjacking has just happened at Sampaio Vidal Street. Two guys pointed a gun to the driver of
a white Audi, and then the two fled speeding toward São Bento church.” 
As soon as a robbery report is received, the quality assessment is performed upon the JSON with no values in the 
quality values (Figure 2). The objects identified were Criminal, StolenObject, EventSpot and its attributes. 
Therefore, the components are processed and correlated in order to set a quantity completeness score about how 
complete each object is. The score attribution is performed according to the presence or absence of each attribute set 
thru the GDTA and prior attributes were set with the questionnaire applied to police experts. As identified in the 
case study report, Criminal has three attributes: the quantity of individuals involved, it such individuals was carrying 
a gun or not and the place the headed to. StolenObject has also three attributes: the definition of the stolen object (a 
car), the car’s model (Audi) and the color (white), and only one attribute about the EventSpot was reported, the street 
where the event happened (Sampaio Vidal Street).
Supposing all three attributes present in the report about the Criminal are prior attributes, setting 2 to the presence 
of priority attributes and 1 to non-priority attributes. Assuming an amount of 5 attributes related to the Criminal, the 
JSON is processed and the sum of the attributes id divided by the sum of prior and non-prior attributes resulting in a 
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total of 0.75, which is going to be multiplied by 100 to get the percentage score of 75%. The same is performed to 
the second object found that is the StolenObject, which in this scenario has been defined 8 attributes thru the GDTA 
analysis and only three of them was reported in the emergency call being one a prior attribute having a total of 0.55 
multiplied by 100 generating a percentage score of 55%. Finally, for the last object identified with a score of 28%.
Regarding the timeliness score, it was performed based on the data about the four temporal requirements, the 
time of the robbery event, the time it was reported, the elapsed time from the report and the current system time. If 
the four attributes are present in the JSON, then the quantity score is 100%. If only two of the four attributes are 
present, then the score is 50% and so on. Finally based on these two quality dimensions (completeness and 
timeliness), a certainty assessment is performed based on the sum of each completeness score divided by the 
quantity of items that are present (e.g., if are three objects identified in the report, three completeness score are 
available and then it will be divided by three). The report will always have one timeliness percentage score, hence
the result of each dimension will be divided by 4 having an uncertainty score of 39.5%.
The components are correlated by means of the ontology, developed for the semantic representation of reports of 
robbery events based on the ontology for SAW. Critical classes to improve situational awareness were adapted to 
the specific scenario such as SituationObject, which consists in a set of objects related to the robbery such as 
RobberyElements (EventSpot, Criminal, Victim, StolenObject, etc.). EventNotification is received by the system, and 
the attributes record the evolution of the attributes requested in case of new information required by the operator. 
Notifications happen by means of the services of the system of emergency calls, where the first notification 
always matches the report made by the victim. The robbery is composed of a set of elements and has specific 
attributes such as description, event time and matches. The first notification is always the notification of a report, in 
which the urgency of a robbery near notifications can be related to previous report or not. This relationship is 
performed by evaluating the completeness of reports received.
Through the fusion of information held in the system aiming at additional information for a particular robbery, 
RobberyElement class handles new notifications and manages elements of robbery being it the victim, the criminal, 
the object or the location.
Characteristics and specific attributes of the elements are defined in the class Attributes. Subsequent notifications 
complement the robbery report related data to update the attributes of elements. An important point is that even in 
the face of factors that can influence the operator to perform the definition of values, such as tension, for example, 
the individual assessment performed by the system, based on the already set of completeness scores, helps minimize 
negative factors of subjective evaluation. Finally, the ontology represents the results (Figure 3), in which the 
operator, based on their experience and prior mental model, can achieve SAW.
Fig. 3. Reduced example of ontology for representing information about quality.
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5. Conclusions
This paper defines the development of a methodology for the assessment for the quality of information from 
robbery events to achieve situational awareness in emergency management systems, aiming to enhance SAW's first 
level of emergency dispatcher when attending robbery reports.
To achieve such goal, our methodology was divided into three stages: (1) The elicitation of information quality 
requirements for the emergency management domain, (2) The determination of quantitative metrics and functions 
for information classification, and (3) Knowledge representation of the assessed information using an ontology
The requirements elicitation was conducted through a GDTA, a methodology that helps to define information 
requirements needed to perform specific tasks and robbery report analysis. In this step, it was obtained the 
information requirements for the formation SAW's first level, generating the “Attributes Tree" consisting of five 
objects and their attributes, e.g., Criminal, Victim, EventSpot, Time and StolenObject.
The completeness assessment took place in real-time when the system received a robbery report and through the 
ಯAttributes Treeರ, considering the availability of word identification dictionary, the presence and absence of 
attributes in the report were identified. Then the identification of timeliness attributes occurred, considering the time 
of the robbery event, the time it was reported, time elapsed from the report and the current system time.
Quantitative scores assignment in the completeness assessment was conducted by means of the criteria obtained 
thru a subjective questionnaire applied to police specialists. Such questionnaire helped to define a set of prior 
attributes in a robbery report.
Finally, ontology was defined based on a top ontology which aims to enhance SAW, also devoted to adapt itself 
according to new information input to update the reported data. Such approach provides the flexibility needed to 
represent the information and the ever-changing requirements that may emerge in a real time situation.
We believe that an information quality assessment is a sophisticated way to identify problems in the robbery 
report analysis context and since it highlights what is going on and the necessary information about what is 
happening, it can also help mitigating quality issues that may be propagated thru next SAW's levels. Since the steps 
of the methodology were defined focused on perception of the elements, it is believed that the goal was successfully 
accomplished. As future work, it is suggested the definition of metrics to assist levels 2 and 3 of SAW.
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